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Research Summary

My primary research objective has been designing a holistic secure control framework for safety-critical cyber-physical
systems (e.g. for automotive CPSs) that are resource-aware and performance-preserving. The research endeavor spans
from vulnerability analysis and theoretical modeling of secure cyber-physical systems (CPSs) to their real-time realiza-
tion on embedded platforms especially in the automotive domain. The research problems addressed in my doctoral thesis
cover 3 prominent areas of automotive CPS security. Firstly, we design an SMT-based CAD framework for vulnerability
assessment of any secure CPS model. The proposed CAD framework synthesizes stealthy false data injection (FDI) attacks
that violate the safety and control properties of CPSs (e.g., commonly used automotive control programs like Electronic
Stability Program) using counter-example guided abstraction refinement (CEGAR). In follow-up work, we bridge the gap
between the theoretical modeling of FDI attacks and modeling the same in the presence of platform-level uncertainties
in automotive CPS. Essentially, we analyze the static schedule of CAN messages, utilize the delays induced by jitter, and
dynamically synthesize stealthy FDI attacks to optimally degrade the performance of a target control loop at runtime.
Secondly, for the detection of such stealthy FDIs, we design 2 types of lightweight residue-based attack detectors: a for-
mal methods-based attack detector with varying detection threshold and a learning-based adaptive attack detector. The
adaptive detector is developed as a reinforcement learning agent in a competitive adversarial environment for detection of
FDI attacks (with minimum false alarm) and uses an SMT-based controller for its fast mitigation. T'hirdly, we also intend
to enhance a system’s resilience against such attacks. In particular, we explore the effect of performance-aware skipping
of certain instances of control task executions on the resilience of any linear dynamical system against FDI attacks. A
Gated Recurrent Unit (GRU)-based attack prediction and control skipping-based mitigation framework is developed as part
of this work. We evaluate the proposed attack injection, detection strategies, and attack-resilient control framework on a
real-time hardware-in-loop setup for automotive CPSs. It consists of an ETAS Labcar real-time PC connected in a closed
loop with industry-scale electronic control units (Infineon Aurix Tricore and Raptor GCM ECUs), and Nvidia Jetson Nano
GPUs (for Al components) via CAN.
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explore vulnerabilities and design lightweight attack detection techniques with formal guarantees
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Education

Research Project on Robustness Analysis for Automotive Software System at,
Robert Bosch Engineering and Business Solutions Private Ltd.

We have developed a tool using a formal method technique that takes as input vehicle parame-
ters, a maneuver, attack detection rules, and specific performance criteria and generates stealthy
deceptive attack vectors that violate the performance criteria by bypassing the detection rules.

Teaching Assistant at, Indian Institute of Engineering Science & Technology,
Shibpur

Database Management Systems, Computer Graphics, Programming and Data Structures Lab,
etc.

Research Project on Mobile Sink-Based Data Collection for Energy Efficient
Coordination in Wireless Sensor Network Using Cooperative Game Model
at, Indian Institute of Engineering Science and Technology, Shibpur

We addressed the un-proportionate energy consumption in a wireless sensor network and pro-
posed energy-efficient data collection protocol by multiple mobile sinks based on cooperative game

theory with non-transferable utility.
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Achievements

2024 M Winner of 2024 ACM SIGBED Frank Anger Memorial Award
2023 M Invited for a talk on our publication in Academic Research and Careers for Students
(ARCS) organized by ACM India
2022 M Secured 1*! runner-up position in Ph.D. forum organized by IEEE WINTECHCON
2018 M Received UGC NET JRF Scholarship.
2015 M Awarded ‘Star of the Month’ by RS Software India Ltd.
2013 M Awarded ‘On Spot Award’ by Tata Consultancy Services Ltd.
2011 M Placed 3" in Regional Student Convention, organized by Computer Society of India, Region
I, held at ISI, Kolkata.
2008 M Awarded under Scheme of Scholarship for College & University student’s reg. of Gov-
ernment of India on the result of Higher Secondary examination held by WBCHSE.
2006 M Awarded under National Merit Scholarship Scheme of Government of India, for the re-
sult of Madhyamik, Examination held by WBBSE.
Skills & Trainings
Coding M C, C# Java, VB, Python
Tools & Technology A 23 Matlab, ETAS LabCar, IPG CarMaker, Arduino, QTP, Selenium, SQLVB.Net
Certifications M Microsoft Programming in C# (70-483)
Workshops W Training on JEE organized by Globsyn Finishing School,

Workshop on Application Of Advance Algorithm organized by the Department of
Information Technology at Indian Institute of Engineering Science and Technol-
ogy, Shibpur,

Summer School on Algorithms and Optimization at Indian Statistical Institute,
Kolkata,

Training program on Application Security at RS Software, Kolkata

Web Dev M Hrmi, css.

Languages M Bengali, English, Hindi



